SYSTEMS AND NETWORK ADMINISTRATOR
About the Firm
Los Angeles Capital, the “Firm”, is a global equity firm engaged in managing assets for leading
institutions around the world. The Firm is recognized as a pioneer in dynamic equity
management, utilizing proprietary technology to engineer equity portfolios that adapt to
today’s equity market. The Firm’s senior investment professionals bring together three decades
of investment experience to develop models for measuring and forecasting return and risk of
global equity securities. The Firm manages approximately $25 billion in assets amongst a wide
variety of public equity strategies designed to meet institutional client return and risk
objectives. The Firm was ranked six years in a row by Pensions and Investments as one of the
“Best Places to Work in Money Management”. The Firm’s working environment places a strong
focus on teamwork and values work-life balance. The Firm offers a competitive compensation
package which includes health care plans, 401(k), and many other top-tier benefits. Since the
Firm is 100% employee-owned, Los Angeles Capital firmly believes the quality and commitment
of the individuals are vital to the success of the firm, ensuring that client expectations are
exceeded.
Position Overview
The IT department is looking for a candidate with experience in managing enterprise IT systems
including on premise data centers and cloud environments. This candidate will work closely
with other IT teams to deliver optimal solutions to users. With strong work ethic and creativity,
this candidate will join the firm in continued technology modernization and career
advancement.

Key Job Responsibilities
 Maintain and administer virtual, physical server infrastructure and cloud resources
 Troubleshoot, remediate and provide detailed root cause analysis (RCA) for system
related incidents
 Oversee daily operations including virtual server environment, networking, storage, and
cloud resources
 Assist in migrating on premise resources to the cloud
 Pack, unpack, rack and stack server and networking equipment in the data center
 Deploy ESXi servers and setup VMWare Virtual Center, VSphere Distributed Networking
 Respond to user requests and deliver requested system resources timely and efficiently
 Communicate with users on status and resolution of issues; Follow-up with users to
ensure issue has been resolved
 Assist with monthly software updates during business hours and after hours
 Maintain and administer data protection solutions including backups and archives (on
premise and on the cloud). Perform periodic tape backups and restorations.
 Exhibit strong understanding of security best practices and practices principle of least
privilege






Exhibit strong understanding of fundamentals including scripting, networking, storage
(NAS/SAN/RAID), VMWare VSphere, Cloud IAAS, PAAS, SAAS
Build re-usable scripts to automate repetitive tasks and reporting
Research and provide new technology recommendations
Work and collaborate closely with help desk, developers and other IT groups on creative
solutions.

Skills and Knowledge Desired
 Bachelor’s degree in Computer Science, Computer Engineering, or Information Systems
Technology
 3+ years in systems / network administration
 Strong working knowledge with Microsoft Windows Server 2012/2016, WSUS, Active
Directory, AD Group Policy, VMWare Virtual Center (versions 6.0+), Cisco command line
interface (CLI), PowerShell
 Certifications in Cisco / Microsoft / Microsoft Azure / VMWare / AWS are pluses
 Experience with:
o CI/CD pipeline, deployments
o Dell Servers and Storage
o Managing resources on AWS / Azure
o SEIM, Managed Anti-Virus, Anti-Malware, Anti-Zero day solutions
o Switches, routers, and/or firewalls
o VMWare Horizon, Experience with VMWare Site Recovery Manager (SRM)
o Zero Clients
 Familiar with Disaster Recovery testing, VPN, IP, and DNS
 Excellent oral and written communication skills
 Excellent display of professionalism and strong work ethic
 Ability to work on multiple tasks and projects
To apply
Please respond with a cover letter and resume to careers@lacapm.com.
Los Angeles Capital is an SEC registered investment adviser and required to track certain
political contributions under rule 206(4)-5. Therefore, you will be required to disclose your prior
political contributions.
Los Angeles Capital is an Affirmative Action/Equal Opportunity Employer committed to
providing employment opportunity without regard to an individual’s race, color, religion, age,
gender, gender identity, sexual orientation, national origin, ancestry, marital status, medical
condition, genetic information, veteran status or disability. For more information about the
company, please refer to our website at www.lacapm.com.

CALIFORNIA EMPLOYEE/APPLICANT PRIVACY NOTICE

In this California Employee/Applicant Privacy Notice (“Privacy Notice”), “Los Angeles
Capital”, “we”, “us” and “our” means Los Angeles Capital Management and Equity Research,
Inc., being the entity employing or which may potentially employ you as of the date that you
receive this document.
About this Privacy Notice
This Privacy Notice applies solely to employees of and applicants for employment with Los
Angeles Capital who reside in the State of California (“consumers” or “you” or “your”). This
notice is to comply with the California Consumer Privacy Act of 2018 (“CCPA”) and other
California privacy laws. Any terms defined in the CCPA have the same meaning when used in this
notice. We do not “sell” (as that term is defined in the CCPA) your personal information.
The Privacy Notice sets out the basis on which any “personal information” (as that term is defined
in the CCPA) about you will be processed by us. Please take the time to read and understand this
Privacy Notice.
Personal information that we collect about you
We may collect and process the following personal information about you (information may
overlap several categories):
•

Identifiers. A real name, alias, postal address, unique personal identifier, online identifier,
Internet Protocol address, email address, account name, Social Security number, driver’s
license number, passport number, or other similar identifiers.

•

Personal information categories listed in the California Customer Records statute
(Cal. Civ. Code § 1798.80(e)). A name, signature, Social Security number, physical
characteristics or description, address, telephone number, passport number, driver’s license
or state identification card number, insurance policy number, education, employment,
employment history, bank account number, credit card number, debit card number, or any
other financial information, medical information, or health insurance information. Some
personal information included in this category may overlap with other categories.

•

Protected classification characteristics under California or federal law. Age (40 years
or older), race, color, ancestry, national origin, citizenship, religion or creed, marital status,
medical condition, physical or mental disability, sex (including gender, gender identity,
gender expression, pregnancy or childbirth and related medical conditions), sexual
orientation, veteran or military status, genetic information (including familial genetic
information).

•

Professional or employment-related information. Current or past job history or
performance evaluations.
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•

Information that you provide to us or one of our affiliates. In addition to the above we,
or one of our affiliates, may collect the following information, which could include
information about you that you give to us by filling in forms or by communicating with us,
whether face-to-face, by phone, e-mail or otherwise through the recruitment process and
during your employment with us. This information may include your date and place of
birth, nationality, mobile telephone number, next of kin, emergency contact details, tax
details and your date of hire and references.

•

Information we may collect or generate about you. This includes:
o work-related details such as your job position, contact details, performance at work,
absences, pay and benefits information, service history, a copy of your employment
agreement, photograph, health information, pregnancy and/or disability status;
o information about your entitlement to work in the US;
o personal information that we collect through your use of our email system (including
but not limited to your full name, email address and the content, date and time of your
email correspondence);
o personal information, such as browser history, we collect through your use of our
information technology system or our computers, mobile devices, or networks;
o personal information that we may collect through regulatory filings; and
o information obtained through an exit interview with you (upon your departure from our
organization), including your reasons for leaving.

•

Information we may obtain from other sources.
o background screening report;
o information about you collected via a search of various sanctions lists; and
o details of your qualifications, skills, experience, licenses, and employment history from
references, former employers, regulatory authorities or public sources.

Personal Information does not include your personal information that has been de-identified,
pseudonymized, anonymized, aggregated, and/or otherwise processed so as to be unidentifiable in
such a way that the data can no longer be attributed to a specific individual (by reasonable means)
without the use of additional information, and where such additional information is kept separate
and under adequate security to prevent unauthorized re-identification of a specific individual such
that one could not, using reasonable efforts, link such information back to a specific individual
(the foregoing in this sentence being referred to as “De-Identified Personal Information”).

Uses of your personal information
Your personal information may be stored and processed by us in the following ways and for the
following purposes:
•

to meet our legal and compliance obligations as an employer and perform our obligations
and exercise our rights under your contract of employment with us. For example, we use
your personal information to pay you, to evaluate your individual performance and provide
benefits in connection with your employment;

•

to meet our, and our affiliate’s, legal and compliance obligations as regulated firms;

•

we will use the private contact details relating to you and your next of kin (which you have
provided to us for emergency purposes) only in connection with an emergency or for
business continuity purposes, including tests of the system;

•

we will process personal information related to your use of our email system in order to
enable the effective operation of the email system and ensure that it is used in accordance
with our policies and procedures;

•

we will share your personal information with regulators or legal authorities, as necessary;

•

in the event, you seek new employment, we will share your personal information, as
necessary to comply with regulation, with a new employer; and

•

we will process personal information related to your personal trading, gifts and
entertainment, and outside business activities in order to comply with regulatory
requirements in the US.

Among other purposes, we may use or disclose your personal information for any of the following
purposes:
•

it is a requirement in order to perform our obligations and exercise our rights in connection
with your employment contract with us;

•

we may need to for the purposes of occupational health and to make decisions regarding
your fitness for work;

•

we, and our affiliate, have legal, compliance and regulatory obligations to discharge;

•

we may need to in order to establish, exercise or defend our legal rights or for the purpose
of legal or regulatory proceedings; or

•

the use of your personal information as described may be necessary for our legitimate
business interests (or the legitimate interests of one or more of our affiliates), such as:
o

allowing us to effectively and efficiently administer and manage the operation of our
business;

o

ensuring a consistent approach to the management of our employees and the
employees of our affiliate companies worldwide;

o

maintaining compliance with internal policies and procedures; or

o

contacting you or your family in the event of an emergency.

Disclosure of your personal information to third parties
We may share your personal information with third parties outside of our company for the
following purposes:
•

to a third party vendor to collect personal trading details, outside business activities, gifts
and entertainment and conflicts of interest information as required to satisfy regulatory
requirements;

•

if we are acquired by a third party, in which case personal information held by us about
you will be disclosed to the third party buyer;

•

to service providers, third party agents and contractors for the purposes of providing
services to us, including, but not limited to, payroll service providers, insurance providers,
employee benefits providers, background screening service providers, IT and
communications providers, law firms, accountants, auditors, and corporate credit card
provider. These third party service providers will be subject to confidentiality requirements
and they will be contractually obligated to use any personal information we disclose to
them or which they obtain from us solely to perform services to us or for their internal
business use, but no other use;

•

to evaluate or conduct a merger, divestiture, restructuring, reorganization, dissolution, or
other sale or transfer of some or all of our assets, whether as a going concern or as part of
bankruptcy, liquidation, or similar proceeding, in which personal information held by us is
among the assets transferred; and

•

to the extent required by law, for example if we are under a duty to disclose your personal
information in order to comply with any legal obligation, establish, exercise or defend our
legal rights.

Retention of personal information
How long we hold your personal information for will vary. The retention period will be determined
by the following criteria, as applicable:
•

the purpose for which we are using your personal information – we will need to keep the
data for as long as necessary for that purpose;

•

according to our retention policy; and/or

•

legal obligations – we must retain your personal information per laws or regulations which
may set a minimum retention period.

We will use commercially reasonable physical, electronic, and procedural safeguards to protect
your personal information from loss, misuse, and unauthorized access, disclosure, alteration, and
destruction in accordance with applicable law. Note that despite our best efforts, no data security
measures can fully guarantee security all of the time.
Changes to Our Privacy Notice
We reserve the right to amend this Privacy Notice at our discretion and at any time. When we
make changes to this Privacy Notice, we will notify you by email or through a notice on the
intranet.
Contacting Us
If you would like further information on information provided above, please contact Human
Resources.
Effective Date: January 1, 2020

