CALIFORNIA EMPLOYEE/APPLICANT PRIVACY NOTICE

In this California Employee/Applicant Privacy Notice (“Privacy Notice”), “Los Angeles
Capital”, “we”, “us” and “our” means Los Angeles Capital Management and Equity Research,
Inc., being the entity employing or which may potentially employ you as of the date that you
receive this document.
About this Privacy Notice
This Privacy Notice applies solely to employees of and applicants for employment with Los
Angeles Capital who reside in the State of California (“consumers” or “you” or “your”). This
notice is to comply with the California Consumer Privacy Act of 2018 (“CCPA”) and other
California privacy laws. Any terms defined in the CCPA have the same meaning when used in this
notice. We do not “sell” (as that term is defined in the CCPA) your personal information.
The Privacy Notice sets out the basis on which any “personal information” (as that term is defined
in the CCPA) about you will be processed by us. Please take the time to read and understand this
Privacy Notice.
Personal information that we collect about you
We may collect and process the following personal information about you (information may
overlap several categories):


Identifiers. A real name, alias, postal address, unique personal identifier, online identifier,
Internet Protocol address, email address, account name, Social Security number, driver’s
license number, passport number, or other similar identifiers.



Personal information categories listed in the California Customer Records statute
(Cal. Civ. Code § 1798.80(e)). A name, signature, Social Security number, physical
characteristics or description, address, telephone number, passport number, driver’s license
or state identification card number, insurance policy number, education, employment,
employment history, bank account number, credit card number, debit card number, or any
other financial information, medical information, or health insurance information. Some
personal information included in this category may overlap with other categories.



Protected classification characteristics under California or federal law. Age (40 years
or older), race, color, ancestry, national origin, citizenship, religion or creed, marital status,
medical condition, physical or mental disability, sex (including gender, gender identity,
gender expression, pregnancy or childbirth and related medical conditions), sexual
orientation, veteran or military status, genetic information (including familial genetic
information).



Professional or employment-related information. Current or past job history or
performance evaluations.
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Information that you provide to us or one of our affiliates. In addition to the above we,
or one of our affiliates, may collect the following information, which could include
information about you that you give to us by filling in forms or by communicating with us,
whether face-to-face, by phone, e-mail or otherwise through the recruitment process and
during your employment with us. This information may include your date and place of
birth, nationality, mobile telephone number, next of kin, emergency contact details,
biometric information, tax details and your date of hire and references.



Information we may collect or generate about you. This includes:
o employment-related information such as your job position, contact details, performance
at work, absences, pay and benefits information, service history, a copy of your
employment agreement, photograph, video, health information, pregnancy and/or
disability status;
o information about your entitlement to work in the US;
o personal information that we collect through your use of our email system (including
but not limited to your full name, email address and the content, date and time of your
email correspondence);
o personal information, such as browser history, search history, and geolocation, we
collect through your use of our information technology system or our computers, mobile
devices, or networks;
o personal information that we may collect through regulatory filings;
o inferences drawn from personal information such as a profile reflecting your
communication style, preferences, characteristics, attitudes, abilities and aptitudes; and
o information obtained through an exit interview with you (upon your departure from our
organization), including your reasons for leaving.



Information we may obtain from other sources.
o background screening report;
o information about you collected via a search of various sanctions lists; and
o details of your qualifications, skills, experience, licenses, and employment history from
references, former employers, regulatory authorities or public sources.

Personal Information does not include your personal information that has been de-identified,
pseudonymized, anonymized, aggregated, and/or otherwise processed so as to be unidentifiable in
such a way that the data can no longer be attributed to a specific individual (by reasonable means)
without the use of additional information, and where such additional information is kept separate
and under adequate security to prevent unauthorized re-identification of a specific individual such

that one could not, using reasonable efforts, link such information back to a specific individual
(the foregoing in this sentence being referred to as “De-Identified Personal Information”).
Uses of your personal information
Your personal information may be stored and processed by us in the following ways and for the
following purposes:


to meet our legal and compliance obligations as an employer and perform our obligations
and exercise our rights under your contract of employment with us. For example, we use
your personal information to pay you, to evaluate your individual performance and for
employment benefits;



to meet our, and our affiliate’s, legal and compliance obligations as regulated firms;



we will use the private contact details relating to you and your next of kin (which you have
provided to us for emergency purposes) only in connection with an emergency or for
business continuity purposes, including tests of the system;



we will process personal information related to your use of our email system in order to
enable the effective operation of the email system and ensure that it is used in accordance
with our policies and procedures;



we will share your personal information with regulators or legal authorities, as necessary;



in the event you seek new employment, we will share your personal information, as
necessary to comply with regulation, with a new employer; and



we will process personal information related to your personal trading, gifts and
entertainment, and outside business activities in order to comply with regulatory
requirements in the US.

Among other purposes, we may use or disclose your personal information for any of the following
purposes:


it is a requirement in order to perform our obligations and exercise our rights in connection
with your employment contract with us;



we may need to for the purposes of occupational health and to make decisions regarding
your fitness for work;



we, and our affiliate, have legal, compliance and regulatory obligations to discharge;



we may need to in order to establish, exercise or defend our legal rights or for the purpose
of legal or regulatory proceedings; or



the use of your personal information as described may be necessary for our legitimate
business interests (or the legitimate interests of one or more of our affiliates), such as:

o

allowing us to effectively and efficiently administer and manage the operation of our
business;

o

ensuring a consistent approach to the management of our employees and the
employees of our affiliate companies worldwide;

o

maintaining compliance with internal policies and procedures; or

o

contacting you or your family in the event of an emergency.

Disclosure of your personal information to third parties
We may share your personal information with third parties outside of our company for the
following purposes:


to a third party vendor to collect personal trading details, outside business activities, gifts
and entertainment and conflicts of interest information as required to satisfy regulatory
requirements;



if we are acquired by a third party, in which case personal information held by us about
you will be disclosed to the third party buyer;



to service providers, third party agents and contractors for the purposes of providing
services to us, including, but not limited to, payroll service providers, insurance providers,
employee benefits providers, background screening service providers, IT and
communications providers, law firms, accountants, auditors, and corporate credit card
providers. These third party service providers will be subject to confidentiality
requirements and they will be contractually obligated to use any personal information we
disclose to them or which they obtain from us solely to perform services to us or for their
internal business use, but no other use;



to evaluate or conduct a merger, divestiture, restructuring, reorganization, dissolution, or
other sale or transfer of some or all of our assets, whether as a going concern or as part of
bankruptcy, liquidation, or similar proceeding, in which personal information held by us is
among the assets transferred; and



to the extent required by law, for example if we are under a duty to disclose your personal
information in order to comply with any legal obligation, establish, exercise or defend our
legal rights.

Retention of personal information
How long we hold your personal information for will vary. The retention period will be determined
by the following criteria, as applicable:


the purpose for which we are using your personal information – we will need to keep the
data for as long as necessary for that purpose;



according to our retention policy; and/or



legal obligations – we must retain your personal information per laws or regulations which
may set a minimum retention period.

We will use commercially reasonable physical, electronic, and procedural safeguards to protect
your personal information from loss, misuse, and unauthorized access, disclosure, alteration, and
destruction in accordance with applicable law. Note that despite our best efforts, no data security
measures can fully guarantee security all of the time.
Changes to Our Privacy Notice
We reserve the right to amend this Privacy Notice at our discretion and at any time. When we
make changes to this Privacy Notice, we will notify you by email or through a notice on the
intranet.
Contacting Us
If you would like further information on information provided above, please contact Human
Resources or careers@lacapm.com.
Effective Date: October 7, 2020

